[Beta] Devolutions Password Server 2019.2 with
New PAM Component
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ALL OBJECTIVES HAVE BEEN
INCORPORATED AS PART OF A
NEW PAM COMPONENT

Earlier this year, our Business Architect Maurice shared

our roadmap for a Privileged Access Management (PAM)
solution that is robust, flexible, scalable, and affordable for
SMBs.

After a great deal of hard work, testing, and feedback from
our amazing community (a.ka. YOU), | am delighted to
announce thatall of these objectives have beenincorporated
as part of a new PAM component, which is integrated into
Devolutions Password Server (DPS) 2019.2. Devolutions
Password Server (DPS) 2019.2 is currently in Beta and can
be downloaded right here. Don't hesitate to contact our
support team for assistance.
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Activating the New PAM Component

In order to use the PAM component, it must be activated in DPS. To do this, simply go to the web admin
interface, and then follow this path: Administration > Password Server Settings > Privileged
Access > Enable PAM. This will immediately unlock a range of PAM features.

Here are the Major PAM Features in DPS 2019.2:
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Account discovery (Active Directory and Ubuntu based systems): You can now review all Active

Directory accounts directly from DPS and select which of them are privileged. You can then manage
these accounts accordingly.

Check out approval process on privileged accounts: You can now require users to request access

to selected privileged accounts. Administrators can approve or reject requests as appropriate.
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* Automatic password rotation upon check in: After a credential is used, you can now enforce a

mandatory password change. You can also enforce mandatory password changes at a scheduled
time/date.

Here are the Major Improved Features in DPS 2019.2:

* Ability to set password on DPS console instance: You can now lock your DPS console for enhanced
security (this great new feature was the result of a user request - thank you!).

* Add a password policy for custom user accounts: You can now set various password patterns for
DPS accounts.
*  Email subscription system: You can now subscribe to receive emails when certain events or actions

take place regarding entries, users, vaults, roles, and so on. Note: if you previously had notifications set
up in DPS, don't worry, as they have been migrated to the email subscription system.

*  Web Ul: We have improved the web Ul for multiple sections and introduced a new streamlined
dashboard for entries.

= Oeesws. @ wingjammer corp ~
@ Dashboard B > Internal Applications ® a & » H =
Vaults ~ @@ Vault (Windjammer Corp) ~
C] - Corp Intranet ¢
= ik Internal Applications
& My Private Vault ® corp Intranet OVERVIEW DOCUMENTATION  ATTACHMENTS L0GS ENTRY HISTORY
® crm
0\ Search ® R USERNAME  Corp@windjammer.net
* Favorites ® Legacy Purchase Order system PASSWORD swsass @[E
® purchase order system
® servica Desk WEBSITE  http://windjammerintranet azurewebskes.nevaccountLogin
i T
D Beports b S Network
[ Administration fai Sadel Medls

3 Suppliers

BEFORE

2019.1.20.0 o


https://webdevolutions.blob.core.windows.net/blog/2019/12/dps-before-version-screenshot.png

= ﬂ P e . Windjammer Corp v

(® pashboard ¥ Internal Applications S g & w =
~ i Vault (Windjammer Corp)
O, search = Corp Intranet -
» + [ Internal Applicstions Infarmastion - Vieb w Q@
&% Favorites ® Corp Intranet
®crm
©ur USERNAME
B veults (®) Legacy Purchase Order system Corp@windjammer.net i
(®) purchase order system
: PASSWORD
& My Private vault ®) service Desk R B
] Metwork
b & Social Media Website

@ privileged Access

» Suppliers hitp:/fwindjammerintranet. azurewebsites. net/Account/Login

B Documentation
Stere information regarding entries using the bullt-in markdown editor

& Attachments
Access and view files attach to this credentials
Ei meports

Logs
=] y
[ Administration View entry log

@ online Help o o) Entry History

View entry history

Add New Entry

~ @lEntry <Search>
[x]session
Y Information m) Alarm Codes & Apple Remote Desktop (ARD)
- Contact
& Document IIX BankAccount ?Q Certificate
i Folder
PCredential Entry E Command Line (External ﬁ Company
Application)
f] Template
m
& mport Company =7 Connection String
Contact = =] Credit Card

BEFORE

Data Source Configuration

(@ 3o Bo

CANCEL


https://webdevolutions.blob.core.windows.net/blog/2019/12/dps-new-version-screenshot.png
https://webdevolutions.blob.core.windows.net/blog/2019/12/dps-before-version-entry-screenshot.png

Add New Entry 3

=R
E‘ Session —
B3 information -
® s Alarm Codes Apple Rernote Bank Account Command Line
aa Contact Desktop (ARD) (External Application)
il colder
p e eqr}. @ 9
Q Template
Company Company Connection 5tring Contact
Credit Card Customer
Import Cancel

DPS Console: We have completely re-designed the DPS console, which includes moving many settings
from the console to the Web Administration interface to make DPS management easier, faster and

more intuitive.

Stronger Security: We have enhanced encryption at rest for all data by implementing regenerating
encryption keys in the DPS Console, which makes data unreadable using direct SQL queries.

Give Us Your Feedback

Please send us your feedback on these new and improved PAM features in DPS 2019.2 by commenting
below, posting in the forum, or sending us an email. We are always listening to you!
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